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Abstract—This paper presents a novel group secret key
generation (GSKG) protocol for multi-user wireless systems with
a star topology. In contrast to conventional methods relying on
pairwise key derivation followed by reconciliation, the proposed
approach enables the central node to directly select a group secret
key uniformly at random across the full quantization space. This
eliminates the need for intermediate pairwise keys, significantly
reducing computational complexity, communication overhead,
and latency. To ensure consistent group key reconstruction, we
introduce two lightweight, non-coding reconciliation techniques:
One-Sided Centering (OSC) and Quantization Pattern Alternation
(QPA). Unlike coding-based reconciliation in conventional schemes,
OSC and QPA allow the central node to transmit helper data
— derived from adjusted measurements or shifted quantization
grids — to peripheral nodes. This helper data not only aligns their
channel observations with the selected quantization region, but
also implicitly distributes the group key. Thus, reconciliation and
distribution are seamlessly integrated into a unified protocol. The
proposed GSKG framework supports both fully and partially
cooperative scenarios and remains robust against unreliable or
compromised nodes by selectively omitting or perturbing helper
data. Furthermore, a concatenation-based group key construction
method exploits existing bidirectional channel measurements to
generate multiple key segments, enhancing throughput without
additional channel probing. Extensive simulations validate the
scheme’s performance in terms of key disagreement rate, key
generation rate, computational efficiency, and robustness against
eavesdropping. The results confirm that the protocol offers high
scalability and security, making it a practical and efficient solution
for group key establishment in IoT and other resource-constrained
wireless applications.

Index Terms—Group secret key generation, channel quantiza-
tion, key reconciliation, randomization, key disagreement ratio,
Multi-user, reciprocity, ray-tracing, IoT.

I. INTRODUCTION

Secure key exchange remains a foundational challenge in
modern wireless communications, particularly in resource-
constrained environments. Classical cryptographic protocols,
such as Diffie-Hellman (D-H), rely on computational hardness
assumptions to establish symmetric keys. However, the advent
of quantum computing threatens these schemes, as quantum
algorithms (e.g., Shor’s) can efficiently solve the underlying
mathematical problems, rendering conventional approaches
vulnerable [1]]. Furthermore, the computational and energy
demands of such protocols limit their applicability in low-
power devices, including embedded sensors, Internet of Things
(IoT) nodes, and RFID tags. However, due to three defining
characteristics of 5G IoT networks — namely, high mobility,
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massive deployment of resource-constrained devices, and a het-
erogeneous hierarchical architecture — traditional cryptographic
mechanisms encounter significant challenges. These include
difficulties in key distribution, excessive dependence on compu-
tational complexity, and overall inefficiency, making classical
cryptographic protocols unsuitable for such environments [2].
Physical Layer Key Generation (PLKG) has emerged as
a promising approach to establishing shared secret keys
by exploiting the reciprocity and randomness of wireless
channels, thus avoiding reliance on computational complexity.
In Time Division Duplex (TDD) systems, extensive research
has utilized channel state information (CSI) and received
signal strength (RSS) to extract highly correlated observa-
tions between legitimate transceivers [3]], [4]]. Surveys have
summarized the theoretical foundations and research challenges
of these approaches [5]-[7]. Subsequent studies have refined
the schemes through improved quantization, reconciliation, and
robustness under practical conditions [8], [9]. More recent
efforts exploit multidimensional diversity [10]], employ neural
network-based prediction for IoT applications [11]], [12], and
demonstrate the feasibility of PLKG in low-power wide-
area networks [13]]. By contrast, Frequency Division Duplex
(FDD) systems face additional challenges due to the absence
of strict reciprocity. To overcome this, earlier studies have
exploited the continuity of phase differences across adjacent
frequency bands by modeling the channel as a two-port network
[14]. High-resolution direction-of-arrival (DoA) estimation
techniques such as MUSIC and ESPRIT [15]], [16], as well as
reciprocity reconstruction methods [17], [18]], have also been
investigated. More recently, machine learning techniques have
been employed to enable robust FDD key generation [19]].
Despite these advances, most studies remain focused on
pairwise key generation, while secure group communication
is increasingly critical in domains such as ad hoc networks,
industrial automation, and IoT ecosystems. These applications
demand Group Secret Key Generation (GSKG) protocols that
enable multiple users to derive a common cryptographic key,
ensuring end-to-end confidentiality and integrity. Prior work
has explored GSKG in star, ring, and mesh topologies [20]—
[24]], building on the foundational results of Csiszar and
Narayan [25] and advancing toward practical implementations
such as those by Ye and Reznik [26]. Nonetheless, GSKG in
multiuser settings is inherently more complex than pairwise
approaches due to coordination, synchronization, and error
resilience among distributed nodes. Centralized distribution
must also address channel asymmetries, noise, and device
heterogeneity, while scalability introduces further challenges
of latency, overhead, and energy consumption, particularly in
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adversarial environments.

Conventional GSKG schemes designed for star topolo-
gies [24] typically involve the establishment of individual
pairwise keys between a central node and each peripheral
node, which are subsequently combined to derive a common
group key. Although this approach is widely adopted, it
imposes substantial overhead in terms of both computation and
communication, leading to scalability challenges. More recent
alternatives, such as cooperative GSKG scheme [27], aim to
mitigate reconciliation complexity by reducing the number of
rounds required. However, these methods often suffer from
degraded key rates as the group size increases and encounter
more significant challenges in channel estimation and coordi-
nation. In this work, we propose an efficient GSKG scheme
specifically designed for star-topology wireless networks. In
contrast to conventional methods [20]-[24], [27]-[29], our
approach eliminates the need for pairwise key generation,
relying solely on the direct channel observations between a
central node (Alice) and multiple peripheral nodes (Bobs).
Furthermore, we propose an integrated framework that unifies
non-coding key reconciliation and group key distribution into
a single stage, thereby substantially reducing communication
overhead, computational burden, and overall system complexity.
Critically, the proposed scheme ensures information-theoretic
security against passive eavesdroppers (e.g., Eve), facilitating
scalable and secure group communication in next-generation
wireless networks. The key contributions of this paper are
summarized as follows:

1) We propose a lightweight, scalable, and efficient physical-
layer GSKG framework for star-topology wireless net-
works that eliminates the need for conventional pairwise
key generation and aggregation. Instead, the central node
randomly selects a group key from a quantized key space,
significantly reducing system complexity, communication
overhead, and latency. Simulation results demonstrate up
to a 65% reduction in communication overhead and a
99% decrease in computational complexity compared to
LDPC-based schemes. The flexible key selection process
ensures a uniform key distribution, thereby enhancing
secrecy against potential eavesdroppers. Furthermore, the
statistical randomness of the generated keys is validated
using the NIST test suite.

2) We introduce two novel, low-complexity, non-coding
reconciliation strategies — One-Sided Centering (OSC) and
Quantization Pattern Alternation (QPA) — as efficient al-
ternatives to conventional coding-based techniques. These
approaches achieve a group key disagreement rate below
10~° at SNRs > 20 dB using lightweight helper data such
as quantization shifts or pattern indices. By combining
measurement alignment and group key distribution in
a unified process, OSC and QPA achieve significant
reductions in both complexity and latency.

3) We propose a novel concatenation-based group key
construction method that replaces conventional XOR-
based aggregation to enhance the practical key throughput
per channel use. Multiple key segments are indepen-
dently selected from a shared Gray-coded codebook, with

lightweight helper data transmitted to peripheral nodes. By
reusing bidirectional channel measurements, the method
increases the amount of usable key material without
requiring additional channel probing. It should be noted
that while concatenation extends the group key length
and improves practical key utilization, the overall entropy
remains fundamentally bounded by the mutual information
between Alice’s and Bob’s channel observations.

4) We conduct extensive simulations and ray-tracing valida-
tions confirm that the proposed scheme ensures high key
uniformity (e,, < 0.005), strong randomness (passing
all NIST statistical tests), and high resilience against
eavesdropping, making it well-suited for secure, real-time
group communication in IoT systems.

The remainder of this paper is organized as follows.
Section introduces the system model, adversary model,
channel model, and channel reciprocity assumptions. Section
provides an overview of conventional group key generation
schemes, followed by the conceptual framework and detailed
formulation of the proposed GSKG protocol, together with the
non-coding QPA reconciliation algorithm. Sections [[V] and
present the performance evaluation metrics and validate the
proposed scheme through extensive simulations, respectively.
Section discusses key aspects, including eavesdropping
resilience, channel dynamics, entropy limitations, and potential
application scenarios. Finally, Section concludes the paper.

II. SYSTEM OVERVIEW
A. System Model

We consider a physical-layer GSKG framework based on
a star-topology wireless network. A trusted central node —
referred to as Alice (e.g., a base station or access point) —
coordinates the key establishment process for M legitimate
end users, denoted as Bobs B1, Bs, ..., By, where M > 2.
Key generation is performed over wireless fading channels in
the presence of one or more passive eavesdroppers. All nodes
are assumed to lie within mutual communication range and to
exhibit either quasi-static behavior or slow mobility, resulting
in quasi-static channel conditions. Although this assumption
is realistic for many indoor IoT deployments, it may limit
channel entropy, particularly in fully static scenarios. This
limitation, along with potential mitigation strategies, is further
addressed in Section|[VI} Each terminal is equipped with a single
antenna and operates in half-duplex mode, alternating between
transmission and reception using time-division multiplexing.
This configuration reflects practical deployment scenarios in
resource-constrained networks, such as IoT and sensor systems.

B. Adversary Model

In line with standard assumptions in the physical-layer
key generation literature [14], [30]], [31]], we adopt a passive
adversary model. All legitimate users are assumed to be
fully trusted, and this study does not address threats such as
insider attacks, device compromise, or active man-in-the-middle
(MITM) attacks. Extending the proposed framework to detect
and mitigate insider threats remains a promising direction for
future research. The passive eavesdropper, referred to as Eve, is
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assumed to be located at least half a wavelength away from any
legitimate node. In rich multipath environments, this spatial
separation ensures that Eve’s wireless channels are uncorrelated
with those of the legitimate users, preventing her from inferring
channel measurements from her own observations. Moreover,
Eve is assumed to have full access to all public messages
exchanged during key generation and complete knowledge of
the protocol, in accordance with Kerckhoffs’s principle. This
establishes a conservative and robust security model under the
strongest reasonable passive adversary assumption.

C. Channel Model and Reciprocity

In TDD systems, uplink and downlink transmissions share
the same frequency band but are separated in time. The
time-domain channel impulse response between Alice and
a given Bob (or Eve) is modeled using a tapped-delay line
representation:

L1
h(t,m) =D bt — 1), (1)
£=0
where ay € C and 7, € R represent the complex gain and
propagation delay of the ¢-th multipath component, respectively,
and 6(-) denotes the Dirac delta function. Assuming channel
reciprocity and temporal coherence over a coherence interval
T, the forward and reverse channel impulse responses between
Alice and the i-th Bob satisfy

hag,(t) = hp,a(t), 2

Let h(t) denote the true reciprocal channel within this
interval. In practice, the channel estimates obtained at Alice and
Bob are corrupted by thermal noise and hardware imperfections,
which are commonly modeled as additive noise:

ha(t) = h(t) +wa(t), 3)
hg,(t) = h(t) + wg,(t) , )

where hA(t) and hB;(t) denote the noisy channel estimates
at Alice and the i-th Bob, respectively. The noise terms w 4 (t)
and wp, (t) are modeled as independent complex Gaussian
random variables:

wa(t),wp,(t) ~CN(0,0?) . 5)

In frequency-selective environments — especially in mul-
ticarrier systems — the channel is typically estimated in the
frequency domain across N subcarriers. The frequency-domain
channel response at the n-th subcarrier, indexed by frequency
fn» 1s given by

fort €T, .

L—1
hin] = Zage_ﬂ”f"”, n=12,...,N, (6)
=0

and the corresponding noisy estimates at Alice and Bob are
modeled as

ha[n] = hin] +waln] , M

®)

with wa[n],wg[n] ~ CN(0,0?) are independent complex
Gaussian noise components associated with each subcarrier.

hpn] = hn] + wg(n] .
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Fig. 1: Star topology wireless system comprising a central node (Alice) and
three peripheral nodes (Bobs)

III. PROPOSED GSKG PrROTOCOL

This section formalizes the design of the proposed GSKG
protocol for star-topology wireless networks. We begin by sys-
tematically reviewing conventional GSKG approaches, which
rely on pairwise key generation, coding-based reconciliation,
and XOR-based aggregation — highlighting their fundamental
limitations in scalability, computational complexity, and ef-
fective key generation rate. Motivated by these shortcomings,
we introduce a novel GSKG framework that eliminates the
need for pairwise key establishment and reconciliation by
directly selecting the group key from a structured Gray-coded
codebook. At the heart of the proposed method lies a unified,
lightweight strategy for non-coding reconciliation and group
key distribution. This approach employs shift-based helper data
to align each peripheral node’s channel measurement with a
target quantization interval preselected by the central node. The
section concludes with a comprehensive algorithmic framework
that rigorously defines the procedures for group key selection,
helper data generation, and group key reconstruction.

A. Conventional GSKG Schemes

Consider a star-topology network comprising a central
node, denoted as Alice, and M peripheral nodes, labeled
B, Bs, ..., B (collectively referred to as Bobs). During
the channel probing phase, Alice independently conducts
bidirectional channel measurements with each Bob. Specifically,
Alice and the i-th peripheral node (Bob;) independently
measure their reciprocal channel coefficients, denoted as
ha, and hp,, respectively. From these measurements, each
node extracts a relevant reciprocal channel feature — such as
amplitude, phase, phase difference, or angle-of-arrival/departure
— represented as my, and mp,, as observed by Alice and
Bob, respectively. A wireless system comprising a central
node, Alice, and three peripheral nodes — Bob;, Bobs, and
Bobs — arranged in a star topology, is illustrated in Fig.
Following channel measurement, both Alice and each Bob
quantize their observations using a lossless quantization scheme.
The quantizer divides the dynamic range into 2" equal-width
intervals, each assigned a unique n-bit Gray code. This
transforms the continuous-valued observations into discrete
binary sequences. The resulting key segments derived from the
i-th Alice—Bob channel are given by

Ka, = gC(Q(mAq)) , K, = gC(Q(mBq)) ’ 9

where Q(-) denotes the quantization function, and GC(-) de-
notes the Gray coding operation. This process yields candidate
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pairwise keys between Alice and each Bob. However, due
to hardware imperfections and channel noise, discrepancies
may arise between the initial key versions K4, and Kp,
following the quantization stage. To reconcile the mismatched
bits while preserving secrecy, a Slepian-Wolf coding-based
reconciliation protocol — typically implemented using low-
density parity-check (LDPC) codes [32] — is employed. LDPC-
based reconciliation efficiently corrects these mismatches with
minimal information leakage, and has been adopted in practical
systems, such as those following the IEEE 802.15.4z standard
for Ultra-Wideband (UWB) communication. After successful
reconciliation, the shared key between Alice and the i-th Bob
is denoted as

K, =K, =Kj | (10)

where the superscript r indicates the reconciled version. This
pairwise reconciliation process is independently performed
between Alice and each of the M peripheral nodes.

To generate the group key, Alice computes the bitwise XOR
of all reconciled pairwise keys:

M
Ké=PKi=K oK@ @Ky .
1=1

Y

She then distributes the group key to each Bob by broadcasting
a masked version, IC“g4 ® K, fori=1,2,..., M. Each Bob
subsequently reconstructs the group key by performing

K5 = (Kd @ K4,) @ Kj, (12)

which yields K5 = IC“g4 if reconciliation has been successfully
completed.

It is important to note that while we refer to this as the
“conventional GSKG scheme” for benchmarking purposes, it
essentially reflects the architecture adopted by the majority
of state-of-the-art protocols [20]—[24]], [27]—[29]. While this
protocol ensures secrecy against passive eavesdropping, it
imposes substantial computational complexity and communica-
tion overhead. Specifically, the requirement to independently
establish and reconcile M pairwise keys introduces significant
complexity. As the number of peripheral nodes increases, the
resulting demands on energy, bandwidth, and latency become
increasingly prohibitive — particularly in resource-constrained
or latency-sensitive environments. Moreover, the reliance on
coding-based reconciliation further intensifies the processing
burden at the peripheral nodes. In addition, the XOR-based
group key construction fundamentally limits the length of
generated keys. For an n-bit quantization scheme with M
Bobs, although a total of M - n bits are initially derived from
all pairwise keys, the final group key contains only n bits. This
substantial reduction in effective key yield reveals a critical
inefficiency of XOR-based group key construction, particularly
in high-throughput or real-time applications.

B. Conceptual Overview

To address the scalability, complexity, and overhead lim-
itations inherent associated with conventional group key
generation frameworks, the proposed scheme introduces a more
efficient and streamlined paradigm. Instead of establishing
and reconciling M individual pairwise keys, the central node,

Alice, selects a group key uniformly at random from the key
space defined by the underlying quantization scheme. This
selected key corresponds to a valid codeword within an n-
bit binary Gray codebook and serves as the shared group
key among all legitimate nodes. The core innovation lies in
leveraging the algebraic structure of the binary representation
inherent to Gray codes. By operating in this binary domain, the
scheme enables XOR combinations of codewords to remain
within the valid codebook space. This property allows Alice to
sample a valid group key directly while preserving essential
cryptographic attributes such as uniformity and unpredictability,
without requiring additional post-processing. By eliminating
explicit pairwise key generation and subsequent aggregation,
the proposed approach achieves substantial reductions in
both computational complexity and communication overhead.
Additionally, the inherent uniformity of the selected group
key strengthens its resistance to inference attacks, making the
scheme both efficient and robust.

To ensure practical applicability in resource-constrained en-
vironments, the proposed framework incorporates a lightweight,
non-coding reconciliation mechanism. This approach enables
each peripheral node to align its local channel observation with
the designated quantization region using helper data transmitted
by the central node. Notably, the reconciliation and group
key distribution processes are seamlessly unified into a single
communication round: by transmitting a unique shift value or
quantization pattern index to each Bob, Alice simultaneously
reconciles their shared channel measurements and distributes
the group key. This streamlined design substantially reduces
system complexity, communication overhead, and latency —
thereby enhancing overall efficiency. These attributes make the
proposed scheme particularly well-suited for deployment in
IoT and other low-power wireless applications.

C. Proposed GSKG Protocol Description

In our proposed GSKG protocol, after completing the channel
probing phase and extracting the corresponding RSS or CSI
values — denoted as m 4, and mp, for each link between Alice
and Bob;, i = 1,2, ..., M — Alice randomly selects one of the
predefined quantization intervals and adopts the corresponding
Gray codeword as the group key:

KA — GC(qa) = GC(rand(q1, g2, - - -

where rand(-) denotes a uniform random selector over the set
of 2™ quantization intervals, and GC(-) represents the Gray
encoding function.

To distribute the group key, Alice transmits individualized
helper data in the form of a shift value, enabling each Bob
to reconstruct the key from his local channel observation.
This mechanism draws inspiration from the OSC non-coding
reconciliation scheme introduced in [14], [[15]. The core
principle is that, after selecting a group key, Alice shifts her
channel measurement to align precisely with the midpoint of
the corresponding quantization interval. It should be noted that,
the midpoint of the destination quantization interval is selected
to maximize the correction of the mismatch between Alice’s
and Bob’s key measurements. The required shift value is then
communicated to the respective Bob, who applies it to his

aQ2”)) ) (]3)
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Fig. 2: Group key reconstruction process at the peripheral nodes

own channel measurement. Provided that Bob’s measurement
is sufficiently correlated with Alice’s, the adjusted value falls
within the same quantization interval, ensuring successful and
reliable group key reconstruction.

Formally, let ¢¢ € {1,2,...,2"} denote the index of
the selected quantization interval, and let L represent the
dynamic range of the channel feature. The center of the gg-th
quantization interval is located at

o = A (@) - ) = P
where n and A are the number of quantization bits and the
quantization step size, respectively, and Q~!(-) denotes the
inverse quantization mapping.

To align the i-th Bob’s measurement mp, with the target
interval, Alice computes a shift value 4, such that her
measurement 1m 4, is relocated to c,,. The shift value is given
by

(14)

I L(2¢c — 1)
i on
This shift value effectively maps each Bob’s local observation
to align with the selected quantization region, ensuring correct
decoding of the group key across all legitimate participants.
Alice then broadcasts the computed shift value d4, to the
i-th Bob over a public channel. Upon reception, each Bob
computes his reconciled measurement by applying the received
shift value from Alice to his own channel observation as

54, = Cqu —ma, (15)

mp, =mp, +04,, i=12,...,M, (16)

and then performs quantization and Gray encoding to recon-
struct the group key

Only those Bobs whose channel measurements are suf-
ficiently correlated with Alice’s can align with the correct
quantization interval and successfully recover the group key.
This inherently filters out unreliable or adversarial users.

Figure [2] illustrates this group key reconstruction process
for two peripheral nodes (Bob u and Bob v, where u,v €
{1,2,...,M}) in a star topology. In this illustration, the
ideal case assumes m4, ~ mp, and muy, ~ mp,, while
the shift values differ, i.e., d4, # 04,. As a result, both
Bobs successfully reconstruct the same group key, satisfying
lCé = ICS“ = K5, using their respective local measurements
and individualized helper data from Alice.

To enhance system security and robustness, Alice may adopt
a selective cooperation policy during the shift transmission
phase, wherein she may intentionally broadcast incorrect shift
values to selected peripheral nodes. Utilizing indicators such
as signal reliability or channel quality, Alice can introduce
localized perturbations into the group key distribution process.
This strategy mitigates risks associated with spoofing or
node compromise — without adding additional authentication
overhead. A fundamental information-theoretic measure of
pairwise link reliability is the key generation rate Ra, B,,

defined as
IAi ,Bi

T )
where T' denotes the duration of the channel measurement
window, and 14, p, represents the mutual information (in nats)
between the reciprocal channel observations m 4, and mp,.
This mutual information is expressed as

Ra,p, = (18)

1
Lap, = =5 log(1=p%) , (19)

where p denotes the correlation coefficient between m 4, and
mp,, and the squared correlation coefficient p? is given by

9 1

p= )
82 52
(1 + 612473,BiPTAi ) (1 + 6124,i,Bi PTBi )

where Pr, and Pr,_denote the transmit powers of Alice and
the ¢-th Bob, respectively, 82 is the noise variance, and (ﬁb B;
represents the channel gain for the A; <+ B; link. Higher
values of R4, p, indicate stronger channel reciprocity and
improved reliability for key generation. This statistical model
effectively captures the behavior of reciprocal measurements in
rich multipath environments and enables tractable analysis of
the mutual information between the observations. Equation (19))
assumes that the reciprocal channel features m 4, and mp, are
jointly Gaussian — a widely adopted approximation in the PLKG
literature, particularly under quasi-static multipath fading when
using the real and imaginary parts of CSI in rich multipath
environments, where central limit effects induce Gaussian-
like behavior. However, we note that other commonly used
features such as amplitude and phase are not Gaussian — with
amplitude often modeled as Rayleigh or Rician distributed,
and phase approximated as uniformly distributed. In such
cases, Equation serves as an analytical approximation.
If higher fidelity is needed, the mutual information can be
estimated empirically from measured data using non-parametric
estimation techniques. Additional modeling details can be found
in prior works [33[]-[35]]. By integrating this metric into the shift
decision logic, Alice can selectively exclude or downweight
nodes with weak or untrustworthy links, thereby enhancing the
integrity and resilience of the group key agreement protocol.

(20)
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To enhance the practical group key throughput per channel
use, we propose a novel group key construction scheme
based on key segment concatenation. In this approach, Alice
constructs an extended group key by selecting multiple quan-
tization intervals and concatenating the corresponding Gray-
coded key segments. Specifically, following a single channel
probing session with all Bobs, Alice randomly selects [ target
quantization intervals, denoted by ¢¢,, gc,, - - -, 4G, and forms
the group key as

Kg =Kg, 1 kg, ||+ I Kg, 21)
where ICéj represents the Gray code associated with the j-th
selected interval. It should be noted that the base case of our
proposed scheme considers [ = 1; however, the protocol is
flexible and can concatenate additional key segments to generate
longer group keys and increase the amount of usable key
material per channel use. To enable correct key reconstruction
at the Bobs’ side, Alice transmits [ distinct shift values to
each peripheral node, aligning their measurements with the
corresponding target intervals. This strategy allows the GSKG
scheme to generate longer group keys while maintaining the
same entropy, as all key segments originate from a single
channel observation.

A key advantage of this scheme lies in its efficiency: Alice
requires only a single probing session per node to generate the
necessary shift values for multiple key segments. Consequently,
the overall group key length is extended to [ - n bits, increasing
the key space from 2" to 2!™. It is important to note that
this concatenation-based extension increases the bit-length of
the generated group key but does not necessarily enhance
its entropy. When all segments are derived from the same
reciprocal measurement, the total entropy is fundamentally
limited by the mutual information between Alice’s and Bob’s
observations,

H(Kg) <

i=1,2,....M

I(ma,;mp,). (22)
Therefore, the increased key length may introduce redundancy
unless the segments are extracted from statistically independent
components, such as multiple subcarriers, antennas, or channel
realization.

Algorithm [T] outlines the complete step-by-step procedure of
the proposed group key generation and distribution protocol,
providing a clear pseudocode representation of the underlying
method. To further illustrate the proposed approach, consider
the wireless system depicted in Fig. [T} The system employs a
linear quantization scheme with 22 intervals, each represented
by a 3-bit Gray code. Suppose Alice selects two key segments
(I = 2) to construct the group key. Let these segments be
IC“g“1 = 101 and IC“g“2 = 001, resulting in the final group key
Kg = 101001.

To enable key reconstruction at each Bob’s side, Alice
transmits two shift values per Bob, corresponding to the
quantization intervals ¢, and g, associated with the selected
key segments. Figure [3] provides an illustrative example of the
required shift values for each Bob individually, ensuring that
Alice’s measurements align precisely with the center of the

Algorithm 1 Proposed Group Key Generation and Distribution
Require:

o Channel coefficients at Alice: {ha, },;

o Channel coefficients at Bobs: {hp, },;

o Number of quantization bits: n;

o Number of key segments: [

Ensure: Group key generation and securely distribution among
high-correlation Bobs

1. Channel Probing

« Alice and each Bob perform bidirectional channel probing
to estimate reciprocal channel coefficients h4, and hp,
fore=1,..., M.

2. Feature Extraction

o Alice and each Bob extract robust features (CSI or RSSI)
from channel estimates, obtaining m 4, and mp, for i-th
user pair.

3. Group Key Selection and Distribution

for j =111 do

3.1 Group Key Segment Selection:

o Alice randomly selects a quantization index qg, €
{1,...,2"}.

o The corresponding Gray codeword is assigned as the j-th
segment of the group key:

K&, « GClqq,)

3.2 Shift Value Computation:
o For each Bob;, Alice computes the required shift value:

A T on 41 —ma;

o The shift value 5%5 is publicly transmitted to the i-th Bob.
3.3 Group Key Reconciliation at Bobs:
o Each Bob,; aligns its measurement for j-th group key
segment: , ,
my, < my + &,

3.4 Quantization and Encoding:
e The aligned values are quantized and mapped to Gray
codewords to reconstruct the j-th part of group key:

Kg: + GCla(m’g,))

L End
4. Group Key Formation

« Each Bob forms the complete group key by concatenating
all [ key segments:

KE = KE | KB ... | KB

target quantization intervals. The shift value for the i-th Bob
and the j-th key segment is denoted as 6f4i in the figure.
Moreover, the black circles represent the original measure-
ments between Alice and Bob;, Bob,, and Bobgs, taken at
Alice’s side. The red and blue circles indicate the positions of
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Alice’s measurements after applying the required shifts, such
that they fall exactly at the center of the selected quantization
intervals corresponding to the first and second key segments,
respectively, for each Bob.

D. Discretization via Quantization Pattern Alternation

Instead of explicitly computing and transmitting shift values
to each peripheral node, group key reconciliation and distri-
bution can be efficiently realized by dynamically adapting the
quantization map to local channel observations. This approach,
referred to as Quantization Pattern Alternation (QPA), provides
a lightweight and secure alternative to the previously introduced
OSC scheme.

Consider a reciprocal feature space with dynamic range
L, quantized using a uniform linear scheme into 2" primary
intervals, each of width A = 2% To enable fine-grained
adaptation, each primary interval is further subdivided into
m uniform subintervals. This measurement-adaptive structure
supports reconciliation based on localized channel observations.
During the reconciliation phase, Alice identifies the index s;
of the subinterval into which her observation m 4, falls. This
index is calculated as:

| m-mod(myu,,A)
S = A )

where mod(ma,,A) returns the offset of my4, within its
primary interval. Alice then transmits the subinterval index
s; €{0,1,...,m — 1} to the i-th Bob.

Using this compact helper data, the receiver dynamically
selects the quantization pattern that aligns Alice’s measurement
with the central subinterval. This pattern adaptation significantly
reduces the probability of quantization mismatch, thereby
increasing the likelihood of successful key reconstruction.
Notably, the transmitted value s; incurs minimal overhead —
typically requiring only a few bits — and does not compromise
the secrecy of the shared key. Since s; conveys only the relative
offset within a known quantization region, it reveals no useful
information to a passive adversary. As an illustrative example,
Fig. ] shows a scenario in which reciprocal channel features are
derived from phase measurements spanning the angular domain
[0,27), which is uniformly quantized into 23 = 8 primary
intervals. Each primary interval is further divided into m =5
subintervals, yielding subinterval indices s; € {0,1,2,3,4}.
To encode s;, a 2-bit representation is employed: “00” for
s; =0, “01” for s; = 1, “10” for s; = 3, and “11” for s; = 4.
In the default case s; = 2, no transmission is required, and the
receiver retains the baseline quantization pattern.

(23)

IV. PERFORMANCE ANALYSIS OF THE PROPOSED
GSKG SCHEME

This section presents a comprehensive evaluation of the
proposed GSKG scheme in comparison with conventional
approaches, focusing on communication overhead and compu-
tational complexity. We refer to the conventional GSKG scheme
not as a single method, but as a representative model for a broad
class of state-of-the-art group secret key generation algorithms.
These conventional approaches are typically characterized
by three key features: (i) generating pairwise keys between
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Fig. 3: Segment-wise shift mapping from Alice to the Bobs to enable group
key reconstruction

Alice and each peripheral node, (ii) applying coding-based
reconciliation — often utilizing techniques such as Slepian—Wolf
coding — for each pairwise key, and (iii) deriving the final group
key by XORing all reconciled pairwise keys. To distinguish
this category in our analysis, we denote it using the superscript
c. In contrast, the proposed GSKG scheme, denoted by the
superscript p, eliminates the need for generating pairwise keys
and leverages the introduced QPA or OSC methods — non-
coding reconciliation techniques. The analysis is conducted
within a star-topology network comprising a central node
and M peripheral nodes. Both schemes quantize channel
measurements using Gray coding with n-bit resolution. In the
proposed approach, the number of bits required to encode each
shift value is denoted by s, and the total number of concatenated
segments forming the complete group key is denoted by [. It is
worth noting that the proposed scheme, in its basic form, does
not require key concatenation; concatenation is an optional
extension to produce longer group keys and increase the total
number of generated key bits. These parameters form the basis
of the comparative analysis that follows, highlighting the trade-
offs among communication load, computational complexity,
efficiency, and overall performance.

A. Communication Overhead

In the conventional schemes, Alice independently performs
one-way key reconciliation with each of the M peripheral
nodes using LDPC-based Slepian-Wolf coding. For a group
key of length n, she transmits a syndrome of length n(1 — R,.)
to each Bob, where R, denotes the code rate of the employed
LDPC code. The resulting total reconciliation overhead at this
stage is expressed as

Overheadl), = M -n - (1-R.),

Rec

(24)

Following reconciliation, Alice locally computes the group
key IC“g4 by performing a bitwise XOR of all reconciled version
of pairwise keys, which does not incur additional communica-
tion cost. To distribute Kz to the Bobs, she transmits '@ K s
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Fig. 4: Illustration of the quantized phase domain in polar QPA with 8 primary intervals and 5 subintervals per segment

to each Bob 7, where K7, is the individual pairwise key shared
with that Bob. Each of these M transmissions consists of n
bits, resulting in a total distribution overhead given by

Overhead]()g)st =M-n. (25)

Consequently, the total communication overhead of the
conventional schemes, normalized per group key bit (with
L=mn),is

Overhead,(ri)tal = w

In contrast, under the proposed scheme, Alice transmits s-
bit helper data per segment to each Bob — representing either
a shift value (in OSC) or a quantization pattern (in QPA).
These helper data simultaneously enable reconciliation and
facilitate group key distribution, thereby eliminating the need
for a separate key dissemination phase. Consequently, the total
communication overhead per group key bit for the proposed
scheme is given by

=M-(2—R.). (26)

M-1- M -
Overheadg;)tal = Ts = i , (27)
n

where L = [-n denotes the total group key length composed of
I segments, each of n-bit resolution. While both conventional
and proposed schemes exhibit linear scaling with the number of
peripheral nodes, the proposed method achieves a significantly
lower per-user overhead factor. This is because the helper data
length s is typically much smaller than n(1 — R.) + n, which
accounts for both the LDPC syndrome and XOR-based key
distribution in conventional schemes. Moreover, the helper data
in our scheme simultaneously supports both reconciliation and
group key distribution, thereby improving overall efficiency.

Specifically, the ratio of the overheads between the conventional
and proposed schemes is given by
Overheadgilal n(2 — R.)
el : (28)
QOverheadyyya S

This expression is generally greater than 1 and illustrates that
the reduction in communication overhead becomes increasingly
significant when s < n(2 — R.). Under such conditions, the
proposed scheme achieves a substantial and consistent overhead
reduction. Figure [5] provides a comparative analysis of the
communication overhead associated with the proposed and
conventional schemes. The evaluation considers QPA-based
reconciliation with s = 2 bits per segment for the proposed
method, and LDPC-based Slepian—Wolf coding with a code rate
of R, = 1/2 for the conventional approach. The comparison
is conducted across varying numbers of peripheral nodes to
highlight scalability and overhead efficiency.

15
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Fig. 5: Comparison of communication overhead between the proposed and
conventional schemes as a function of the number of peripheral nodes
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TABLE I: Stage-wise computational complexity of the proposed (I = 1) and conventional GSKG schemes

Operation

Conventional Scheme

Proposed Scheme

Key Reconciliation (Alice)

LDPC Encoding: O(M - nc - d) —

Key Reconciliation (Bobs)

LDPC Decoding: O(M - n-d-I) —

Group Key Forming (Alice)

XOR-based: O(M - n)

Randomly Selecting: O(n)

Group Key Preparation (Alice)

Masking: O(M - n)

Shift Calculation: O(M)

Group Key Extraction (Bobs)

XOR: O(M - n)

Shift Applying: O(M - n)

B. Computational Complexity

In the conventional schemes, which employs pairwise key
generation followed by LDPC-based Slepian—Wolf reconcili-
ation, the computational workload is distributed between the
central node and the peripheral nodes. At the central node,
Alice encodes a syndrome for each pairwise key using an
LDPC encoder, incurring a per-user complexity of O(n.. - d,),
where n. denotes the LDPC block length — typically much
larger than the group key length n — and d, is the average
check node degree. For M users, the total encoding complexity
scales as

o) ~oM -n.-d,).

Enc

(29)

Group key distribution additionally involves XOR masking of
the final key for each user, a lightweight operation with an
overall complexity of O(M - n).

On the receiver side, each Bob performs iterative LDPC
decoding to recover the corresponding pairwise key. The
decoding complexity per user is O(n..-d,.-I), where I denotes
the number of decoding iterations, resulting in a total system-
wide complexity of

0% — oMM n.-d,.-I).

Dec

(30)

While LDPC encoding at the central node imposes a moderate
computational burden, the decoding process at the peripheral
nodes constitutes the dominant cost — particularly when high
reliability requires longer codes or increased iteration counts.
In contrast, the proposed scheme leverages lightweight
alignment-based techniques — OSC or QPA - that substantially
reduce computational complexity at both the central and
peripheral nodes by replacing iterative decoding processes
with simple, constant-time arithmetic operations. At the central
node, Alice computes helper data for each of the [ key
segments and each of the M peripheral nodes. For OSC, this
involves calculating a shift value that aligns her observation
with the center of a quantization interval. For QPA, it entails
determining the optimal quantization pattern index from a
predefined set of m subintervals. In both cases, each segment-
wise computation involves only basic arithmetic operations (e.g.,
subtraction, modulo, rounding), each with constant complexity
O(1). Accordingly, the total complexity at the central node

scales as:
o%) —om-1).

Enc

€1y

On the receiver side, each Bob uses the received helper data
to align and quantize their local observations. In the case of
OSC, this involves applying a scalar shift followed by uniform
quantization; for QPA, the observation is mapped according

to the indicated quantization pattern. Both procedures are
computationally efficient, with per-user complexity O(l) and
negligible variation between the two schemes. Linear scalability
of the proposed approach with respect to both the number of
users and key segments, coupled with the inherent simplicity
of its operations, makes it particularly suitable for low-
latency, energy-efficient, and resource-constrained deployment
scenarios. Table I provides a stage-by-stage comparison of the
computational complexity for the proposed scheme — evaluated
in its base case with a single key segment (I = 1) — against
that of conventional schemes.

V. SIMULATION RESULTS
A. Simulation Setup

To rigorously evaluate the performance of the proposed
GSKG scheme, extensive simulations are conducted using
MATLAB’s 5G Toolbox with the 3GPP-compliant Tapped
Delay Line A (TDL-A) channel model. The simulation setup
features a star-topology wireless network consisting of a central
node (Alice), multiple peripheral nodes (Bobs), and one or
more passive eavesdroppers (Eves). The signal-to-noise ratio
(SNR) is varied from 0 to 30 dB. For each SNR value, 10°
independent channel realizations are simulated between Alice
and each Bob to ensure statistically robust results. This large
dataset captures the variability of realistic wireless propagation
conditions. The carrier frequency is fixed at 3.5 GHz, aligning
with the mid-band spectrum commonly used in 5G networks. To
emulate low-mobility indoor environments, Doppler shifts are
randomly varied in the range of 1-5 Hz. The TDL-A channel
profile is chosen to represent typical urban indoor scenarios
characterized by dense multipath propagation. The proposed
framework supports key extraction from various reciprocal
channel features, including amplitude, phase, and direction-of-
arrival (DoA). Key reconciliation is carried out using an n-bit
quantization scheme, where n € {1, 2, 3}. The quantized values
are subsequently followed by n-bit Gray coding to enhance
key consistency by reducing the likelihood of bit-flip errors
during reconstruction.

In addition to stochastic simulations, the proposed scheme is
further validated using deterministic channel realizations gener-
ated with Remcom’s Wireless InSite. Custom floor plans were
designed to emulate a typical indoor environment, explicitly
accounting for multipath propagation, path loss, and Doppler
effects to simulate complex wireless signal behavior in built
environments. The layout includes multiple rooms with a mix of
reflective and absorptive surfaces, supporting up to 25 multipath
components per Alice—-Bob link. Each Bob is placed in a
different room, while Alice is centrally located. The resulting
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Fig. 6: Spatial distribution of measurement positions between Alice, the 24 Bobs, and Eve in a group key generation scenario. Left: Before key reconciliation;
Middle: After reconciliation using OSC; Right: After reconciliation using QPA

ray-tracing data is exported and imported into MATLAB to
compute channel coefficients and extract reciprocal channel
features. These configurations emulate realistic IoT network
deployments and enable rigorous performance evaluation of
the proposed scheme under diverse and practical propagation
conditions.

B. Performance Metrics

1) Group Key Disagreement Rate: The Group Key Disagree-
ment Rate (GKDR) is defined as the average fraction of bit
mismatches between the group key generated by the central
node and the group keys recovered by the peripheral nodes
after the group key distribution phase.

Let K4 € {0,1}" represent the group key generated by
Alice, and let ICg'i € {0,1}™ denote the reconstructed group
key at the i-th peripheral node Bob;. The GKDR is computed
as the average bit-wise error rate across all M peripheral nodes.

SRS

M n
GKDR — % SNk [k #KEG] . 6
=1 j=1

where n is the group key length in bits, and ¥[-] denotes the
indicator function, which evaluates to 1 if the argument is true,
and O otherwise. A lower GKDR indicates higher consistency
and reliability in group key agreement across the network.

2) Group Key Generation Rate: The Group key generation
rate (GKGR) quantifies the efficiency of generating a consistent
and secure group key among multiple users by measuring
the average number of successfully agreed-upon key bits per
channel use. It is defined as

GKGR — ™" (1~ GKDR)
N

(33)
where n denotes the total number of raw key bits generated
during the process, GKDR € [0, 1] is the GKDR and N, is
the number of channel uses consumed during the group key
generation and distribution process. A lower GKDR (i.e., higher
agreement among users) results in a higher GKGR, indicating
more efficient use of the wireless medium for secure group
key establishment.

3) Uniformity: The average relative uniformity error [36]
quantifies the deviation of the empirical symbol distribution
from an ideal uniform distribution. Let n; denote the number
of occurrences of the i-th quantization symbol, where ¢
1,2,...,2", and let n,, be the expected count per symbol
under a perfectly uniform distribution. The uniformity error is
defined as

on

1

where lower values of e, indicate higher uniformity. This
metric provides a useful measure of the balance and entropy
of the generated key symbols, and is particularly relevant in
evaluating the statistical quality of the group key across all
users.

4) Randomness: Randomness characterizes the statistical
unpredictability of the generated group key sequences. To
evaluate it rigorously, we employ the NIST Statistical Test
Suite [37]], which comprises multiple hypothesis tests designed
to assess various aspects of randomness. Each test produces a p-
value representing the probability that a truly random sequence
would exhibit a deviation as extreme as the observed one.
In accordance with standard criteria [37]], a key sequence is
considered random with 99% confidence if its p-value exceeds
0.01. Larger p-values suggest stronger conformity to the null
hypothesis of randomness. For group-wise key generation, these
tests are applied to concatenated or individual key streams from
multiple users to ensure that group-level entropy is preserved.

)

(34)

Navg

C. Results and Analysis

1) GKDR: To evaluate the group key disagreement rate
performance of the proposed GSKG method, simulations were
conducted using two non-coding reconciliation techniques —
OSC and QPA — and compared against a conventional scheme
based on LDPC coding. The SNR was varied from O to 30dB.
Phase measurements extracted from channel probing between
Alice and each of the peripheral nodes served as the raw input
for group key generation. Figure [6[a) represents the raw spatial
phase measurements obtained from Alice, the 24 peripheral
nodes (Bobs), and a passive eavesdropper (Eve) during a single
channel probing instance at an SNR of 10 dB. Figures [6{b) and
[lc) illustrate the reconciled observations after applying the
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Fig. 7: GKDR performance versus SNR for the proposed GSKG scheme using
both QPA and OSC techniques under various quantization resolutions

OSC and QPA techniques, respectively. While these methods
do not affect the physical reciprocity of the channels between
Alice and each Bob, they enhance functional reciprocity at the
quantization stage, resulting in better alignment of key bits.
Consequently, strong agreement is observed between Alice
and each Bob after reconciliation, whereas Eve’s measure-
ments remain uncorrelated. This contrast clearly demonstrates
the effectiveness of both reconciliation schemes in aligning
legitimate users’ observations and preserving the secrecy of
reciprocal channel features against passive eavesdropping.

Figure [/| illustrates the GKDR performance of the pro-
posed scheme across a range of SNR values for both the
OSC and QPA schemes. The evaluation is conducted under
varying quantization resolutions (n = 1,2,3 bits) within
a star-topology network comprising eight peripheral nodes.
For the QPA scheme, multiple subinterval configurations are
considered, specifically s = 1,2, 3. The results are presented
on a logarithmic scale, with the pre-reconciliation GKDR
included as a baseline reference. As expected, increasing
the subinterval numbers yields improved GKDR performance.
Notably, the QPA scheme with s = 3 subintervals closely
approaches the performance of the OSC method, demonstrating
its effectiveness as a lightweight alternative.

To benchmark performance, Fig. [§] presents a comparison
of the GKDR between the proposed scheme — incorporating
OSC and QPA techniques — and conventional GSKG approach
based on an irregular LDPC code with a rate of 1/2 in the
binary domain. The code is constructed using the following
variable node (VN) and check node (CN) degree distribution
polynomials:

Az) = 0.282862 + 0.3994322 + 0.31771a7,
p(x) = 0.62° + 0.42°.

with a codeword length of n. = 2048. Two LDPC decoding
configurations are considered with I = 10 and I = 100
iterations.

The figure clearly illustrates that the proposed GSKG scheme
achieves nearly equivalent GKDR performance to that of the
conventional scheme employing 100 decoding iterations, while
substantially reducing computational complexity. For instance,

—=4A— Unreconciled
—#— Conventiona + LDPC (1=10)

o —&— Proposed + QPA (s=2)
Q 103 ¢ —#— Proposed + OSC
0) %| —©— Conventional + LDPC (1=100)
104 E
10° E
10,5 I I I I I
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SNR [dB]

Fig. 8: Comparison of GKDR performance between the proposed scheme
(using OSC and QPA) and conventional scheme based on an irregular LDPC
code with rate 1/2.

considering [ = 1, n = 3, M = 10, and I = 100, the
computational complexity of the proposed scheme employing
OSC/QPA is only O(43), compared to O(12,410,970) for the
conventional LDPC-based approach. This highlights the practi-
cal advantages of the proposed low-complexity reconciliation
approach in real-time and resource-constrained environments.

Given the challenging and time-intensive nature of real-world
measurements, ray-tracing (RT) simulations were employed
to evaluate the performance of the proposed scheme under
realistic propagation conditions. Various indoor environments
were modeled to capture detailed multipath characteristics
— such as angles of arrival and departure, path delays, and
path gains — at each simulation point. These parameters were
exported as text files and subsequently processed in MATLAB
to generate coherent channel realizations. Figure [9] depicts one
of the baseline RT simulation scenarios, consisting of eight
peripheral nodes (Bobs), each represented by a red antenna
placed in a separate room, and a central node (Alice) positioned
in the main hall, denoted by a green antenna. For visual clarity,
only the three strongest propagation paths between Alice and
each Bob are illustrated in the figure.

To rigorously assess the performance of the proposed GSKG
framework in complex, multipath-rich environments, a total
of 10* independent simulation runs were conducted for the
considered layout. In each run, the positions of all antennas
were randomly varied within the indoor environment while
preserving the overall spatial structure. Figure [I0[a) presents
representative examples of antenna placements across different
simulation rounds. Furthermore, four passive eavesdroppers
were positioned at fixed locations, each situated at a minimum
distance of \/2 from the legitimate nodes, and are indicated
by black stars in Figure [I0[(a). These adversaries attempt to
intercept the communication and infer the group key shared
among the legitimate participants. To more accurately capture
the richness and complexity of indoor wireless propagation,
the simulation campaign incorporated the maximum number
of multipath components per link. These components were
coherently combined to produce a composite signal, whose am-
plitude was subsequently used for key generation. Figure [I0[b)
compares the GKDR performance of the proposed scheme for
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Fig. 9: Baseline RT scenario with one central node and eight peripheral nodes, each linked by three dominant propagation paths
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Fig. 10: RT simulations: Left: Representative antenna placements across simulation rounds with four fixed passive eavesdroppers; Right: GKDR performance of the proposed scheme

for different key segment lengths (I = 1, 2, 4) compared with conventional approaches

different key segment lengths (I = 1,2, 4) against conventional
scheme.

Simulation results in Figure [I0[b) demonstrate that the
GKDR remains largely stable across varying numbers of key
segments, with only a slight increase observed as [ grows.
This minor degradation may be attributed to the larger block
size, which increases the likelihood of key mismatches. More-
over, the results demonstrate highly competitive performance
compared to the conventional scheme employing LDPC with
100 decoding iterations for key reconciliation, highlighting the
robustness and scalability of the proposed OSC/QPA techniques,
even for longer group keys. In contrast to conventional methods
that require multiple pairwise reconciliations and decoding
steps, the proposed approach achieves efficient key expansion
using a single probing round, linear helper data overhead,
and no decoding complexity — resulting in up to a 99%
reduction in computational cost. It is important to reiterate
that key concatenation is an optional extension, intended to
demonstrate the trade-off between key length and performance.
The fundamental contribution of the proposed scheme lies in
generating one key segment per observation.

2) GKGR: Figure [TT] presents a comparison of the GKGR
as a function of SNR for both the conventional scheme and
the proposed scheme, evaluated using a single key segment
(! = 1) under the OSC and QPA methods. The analysis

accounts for various quantization resolutions. The results
clearly indicate that the proposed scheme achieves competitive
GKGR performance relative to conventional approaches, even
in the single-segment configuration. Notably, as the number
of concatenated segments increases (! > 1), the proposed
concatenation-based framework produces longer group keys per
channel probe compared to conventional XOR-based schemes.
This improvement stems from the framework’s ability to
efficiently aggregate high-entropy key material across multiple
independently reconciled segments. As [ increases, the total
key length scales proportionally, highlighting the scheme’s
scalability and practical throughput benefits — making it
particularly well-suited for high-performance and resource-
constrained wireless environments.

3) Uniformity and Randomness: The proposed random-
ization strategy significantly enhances the uniformity of the
generated group key distribution. The randomized key dis-
tribution exhibits a substantially lower deviation from the
ideal uniform distribution, with a uniformity error (e,) of
0.005, compared to 0.147 in the non-randomized case, thereby
satisfying the criterion e,, < 0.01. This improvement ensures
an approximately uniform symbol distribution across the
entire key alphabet. Figure [T2] illustrates the empirical key
distributions for both the proposed and conventional schemes,
clearly highlighting the enhancement achieved by the proposed
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Fig. 11: GKGR comparison of the proposed GSKG scheme using OSC and
QPA techniques versus a conventional GSKG approach employing irregular
LDPC codes

approach. Notably, this uniformity improvement is attained
without introducing any additional computational overhead, in
contrast to alternative post-processing methods such as non-
linear quantization [36] or applying arithmetic coding [38].
To further assess the statistical randomness of the final group
key sequences, the NIST statistical test suite is applied. The
analysis is performed at an average SNR of 15 dB, comparing
the conventional and the proposed schemes, evaluated using a
single key segment (I = 1). Due to sequence length limitations,
a representative subset of nine NIST tests is selected for
execution. The resulting p-values are visualized in the spider
plot shown in Fig. [T3] offering a comparative perspective on
the statistical quality of the generated keys. As illustrated,
the proposed scheme yields a marked improvement, with all
tests consistently passed at the 99% confidence level. These
results validate the cryptographic strength and unpredictability
of the proposed group key sequences, demonstrating their
robustness against statistical inference attacks. Additionally,
we have extended the NIST analysis to configurations with
higher key segment counts ( [ = 2 and [ = 4). The results show
minor declines in p-values — 1.1% and 1.9%, respectively —
reflecting the increased redundancy introduced by correlations
among segments derived from the same channel observation.

VI. DISCUSSION
A. Eavesdropping Resilience and Spatial Decorrelation

In our setup — consistent with established practices in the
physical-layer key generation literature — Eve is positioned
at a distance of at least A/2 from both Alice and each
Bob. This spatial separation ensures that the wiretap channel
remains uncorrelated with the legitimate channels, thereby
preventing Eve from obtaining useful information about the
secret key. In both the OSC and QPA — unified reconciliation
and group key distribution schemes — the helper information
— specifically, the grid shift in OSC and the quantization
pattern index in QPA - is transmitted over a public channel.
Although a passive eavesdropper (Eve) may intercept this
information and attempt to replicate the transformation using
her own channel observations, such attempts are fundamentally
ineffective. Owing to the spatial decorrelation characteristic
of wireless propagation, Eve’s channel remains statistically

[ Conventional Scheme 1
[ Proposed Scheme

Frequency
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Quantization Levels (3-bit Gray Code)

Fig. 12: Comparison of normalized empirical codeword distributions between
the proposed and conventional schemes

uncorrelated with those of the legitimate users, precluding her
from extracting any meaningful insights about the final key.

B. Information-Theoretic Security

The proposed GSKG scheme aims to provide strong
information-theoretic security against passive adversaries. It
avoids the use of traditional redundancy-bearing reconciliation
mechanisms, such as LDPC-based Slepian-Wolf encoding,
which are known to leak partial information about the secret key.
In typical pairwise LDPC-based reconciliation schemes, such
as the syndrome approach, each helper message is computed
as S; = K; - H', where H is a parity-check matrix. This
helper data confines the possible values of K; to a specific
coset of the LDPC code, thereby reducing the key entropy
from the eavesdropper’s perspective. In contrast, the proposed
scheme transmits only shift values or quantization pattern
indices designed to assist legitimate users in aligning with
a preselected group key Ké, without revealing significant
structural information about IC“g“ itself. This design reduces
helper data leakage and supports information-theoretic secrecy,
provided the helper information is statistically independent of
IC“g4 from the adversary’s viewpoint.

Although the helper data (e.g., the shift value d4,) is
deterministically computed based on the selected group key
and Alice’s private observation m 4,, it does not reduce the
entropy of the group key from the adversary’s perspective.
Since Eve lacks access to m4,, she cannot infer the group
key from the helper data alone. Under this assumption, the
mutual information [ (ICé;(S 4,) remains negligible, and the
helper data does not compromise the secrecy of ICé. This
implies that the entropy of ICé4 is largely preserved and that its
confidentiality remains protected even against a computationally
unbounded passive eavesdropper. As a result, the transmission
of helper data for group key alignment and distribution leaks
negligible information to Eve, preserving the information-
theoretic security of the proposed scheme. Revisiting Fig. [f[b),
we evaluate a scenario in which Eve applies the same grid shift
as the Bobs. The resulting effect is illustrated in Fig. [T4] which
clearly shows that Eve’s quantized values remain incoherent
with those of the legitimate nodes.

The observed average KDR between the group keys shared
by Alice and the Bobs, and those estimated by Eve, is 0.4793,
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Fig. 13: NIST test p-values for group keys generated using the proposed and
conventional schemes

which closely approximates the theoretical ideal of 0.5. This
suggests that Eve’s ability to infer the key is effectively
equivalent to random guessing — akin to flipping a fair
coin for each bit, with no significant information advantage.
Furthermore, the near-uniform distribution of the generated
group keys, as illustrated in Fig. [I2] enhances the entropy and
unpredictability of the key material, thereby strengthening its
resistance to inference-based key recovery attacks.

C. Channel Dynamics and Entropy Limitations

We acknowledge that when multiple key segments are
derived from a single channel observation, the entropy of
the resulting concatenated key is not strictly additive due to
inherent temporal or spatial correlations. While the publicly
shared shift values do not directly reveal key material, they
may inadvertently assist an adversary if the underlying channel
observations are partially or fully exposed. This reflects
a fundamental trade-off: concatenation extends key length
and supports integration with standardized symmetric-key
cryptographic algorithms (e.g., 128-bit AES), but must be
applied cautiously to avoid overestimating the true entropy.

The proposed GSKG scheme exploits the temporal variability
of reciprocal channel features to ensure adequate entropy for
secure key generation. Nevertheless, in fully static environ-
ments, the mutual observations between Alice and the Bobs
may exhibit high correlation and reduced randomness, which
in turn lowers the effective key entropy, diminishes the key
generation rate, and degrades the statistical uniformity of
the resulting keys. To address performance degradation in
fully static environments, a variety of entropy-enhancement
strategies have been proposed in the literature. These include the
introduction of artificial randomness through local perturbations
or synthetic sequences, exploitation of multipath propagation
and fading characteristics, advanced channel probing tech-
niques, and helper-assisted methods — such as reconfigurable
intelligent surfaces (RIS) — that induce channel dynamics via
random beamforming or phase shifting. Notably, the KGPT
framework [39]] employs controlled power-level variations
at the transmitter to generate artificial channel fluctuations,
thereby enabling robust key extraction even under static fading
conditions. In our proposed scheme, this challenge is mitigated
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Fig. 14: Eve’s reconciled output after applying the same reconciliation shift
as Bob, compared to the original measurements of Alice and Bob

through a random group key selection mechanism, wherein
Alice randomly selects a quantization region from the full
quantization space. This randomness enhances the statistical
uniformity of the generated keys, even in scenarios with limited
channel variability. Simulations demonstrate that, under low-
mobility conditions — modeled by periodically relocating Alice
and the Bobs — natural temporal variations in the channel
persist across successive frames. In such settings, the random
key selection performed by Alice effectively maintains both
the entropy and uniformity of the generated keys, thereby
supporting reliable key generation despite reduced channel
dynamics.

D. Applications and Deployment Scenarios

The findings of this study have broad applicability across
domains where secure communication, low latency, and scalable
key management are critical. In particular, IoT networks,
vehicular ad-hoc networks (VANETS), and drone swarms stand
to benefit significantly from the proposed group-wise key
generation mechanism implemented in a star topology. In
IoT networks — characterized by constrained power resources,
dynamic and heterogeneous topologies, and high device density
— the ability to securely establish cryptographic keys with
minimal computational and communication overhead is crucial
for scalability and energy efficiency. The proposed scheme
meets these demands by enabling lightweight and distributed
group key generation, specifically tailored to the operational
constraints of IoT devices. In VANETS, where ultra-low latency
and high reliability are essential for real-time decision-making
and cooperative safety applications, rapid and decentralized
group key establishment is essential. The proposed method
facilitates dynamic and on-the-fly group key updates without
incurring excessive overhead, thereby supporting secure inter-
vehicle communication in highly mobile environments. Simi-
larly, drone swarms — deployed in mission-critical operations
such as surveillance, reconnaissance, and search-and-rescue —
require robust coordination and strong security guarantees. The
proposed key generation protocol ensures the confidentiality,
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integrity, and freshness of communications among multiple
autonomous aerial agents, reinforcing their resilience against
eavesdropping and manipulation. Across all these domains,
minimizing power consumption and reducing latency during
key generation are paramount, particularly as systems scale
in size and complexity. The proposed approach addresses
these requirements by offering a low-complexity, scalable, and
secure group key establishment framework suitable for resource-
constrained and latency-sensitive environments. A detailed
adaptation and optimization of the protocol for each application-
specific setting (e.g., mobility models, traffic patterns, and
hardware capabilities) represents a promising avenue for future
research.

VII. CONCLUSION

This paper has presented a novel and efficient GSKG
framework designed for wireless networks operating in a star
topology. The proposed approach addresses the scalability,
complexity, and latency challenges inherent in conventional
pairwise key establishment methods. By allowing the central
node to directly select a group key uniformly from the
quantization space — thus eliminating the need for intermediate
pairwise key establishment — the scheme significantly reduces
both computational complexity and communication overhead.
To ensure consistent and reliable key reconstruction at the
peripheral nodes, we proposed QPA, a lightweight and non-
coding reconciliation technique. Unlike conventional methods
based on error-correcting codes, QPA achieves high alignment
accuracy with minimal complexity, making it well-suited
for dynamic and resource-constrained wireless environments.
QPA circumvents the complexities of conventional channel
coding while achieving high alignment accuracy, thereby
streamlining the overall protocol. Its seamless integration
into the group key distribution process makes the approach
particularly suitable for dynamic and resource-constrained
wireless environments. Furthermore, a concatenation-based
key construction strategy was employed to enhance key
throughput by leveraging bidirectional channel measurements.
This technique enables the extraction of multiple independent
key segments without requiring additional probing, thereby
improving overall efficiency. Simulation results demonstrate
the effectiveness of the proposed scheme in terms of key
disagreement rate, key generation rate, and resilience against
passive eavesdropping. In particular, the near-ideal randomness
and uniformity of the generated keys validate the information-
theoretic security of the approach.
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