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 Physical-layer key generation using
reciprocity (common randomness)

 Matrix model of a 3-wire transmission line
 3-wire bridged tap
 Key generation from phase (or amplitude) 

of the transfer factor / function
 Performance with randomized 

one-sided centering
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Reciprocity in two-ports: 

 Physical-layer key generation using     
  reciprocity (common randomness)
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 Physical-layer key generation using  
    reciprocity (common randomness)

S-parameters vs. transfer function ...

Transfer factor = transfer 
function

For perfectly matching termination 
(assuming             ):
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 Matrix model of a 3-wire transmission line



 Matrix model of a 3-wire transmission line

Measurement
s

For other 
measurements
and matrix components:

FEXT contribution
(Far-End CrossTalk)



 Matrix model of a 3-wire transmission line

DSL FEXT model:

Modification:



 Matrix model of a 3-wire transmission line

To recover reciprocity…

mirror lower triangle to
upper tringle of S matrix, 
thereafter “s2abcd”

“abcd2s”
S



 Matrix model of a 3-wire 
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 3-wire bridged tap

∆-equivalent
of a bridged tap

ABCD matrix 
of
bridged tap



Key generation from phase (or amplitude)
  of the transfer factor / function 

randomness

randomness



Key generation from phase (or amplitude)
  of the transfer factor / function 

Linear phase quantization



Performance with 
randomized one-sided centering 

Linear phase 
quantization

One-side centering as analog key 
reconciliation

Shift:

Data update:

Alice Bob

With 
randomization



To finalize… 
some more performance results

Bit-wise Key Disagreement Rate

Sequence considered random with
99 % confidence, if the corresponding
p-values exceed 0.01

ISPLC 21

See 
ISNCC 25 
and more under
http://trsys-wh.de
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